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the finer details

Which site am I based at? 
As per contract (with some travel to other company sites)

Which team am I a part of? 
Digital & Technology

Who do I report to? 
Director of Digital & Technology

Who do I look after?
Cyber Security Engineer
Information Security Analyst
Strategic Partners

Do you have responsibility for a budget?
No










qualifications & experience
Essential:
· Proven experience in leading or managing information and cyber security operations.
· Strong knowledge of information security standards, frameworks, and regulations (e.g. ISO27001, NIST, Cyber Essentials Plus, GDPR).
· Experience developing and implementing security strategies, policies, and controls across hybrid IT environments.
· Demonstrated ability to manage incidents, risks, and vulnerabilities effectively.
· Excellent communication and influencing skills, capable of engaging both technical and non-technical stakeholders.
· Experience managing security suppliers, SOC providers, or MSSPs.
Desirable:
· Experience in manufacturing, FMCG, or supply chain environments.
· Hands-on knowledge of modern cloud and on-premises security tooling (Microsoft 365 Defender, Sentinel, Azure, Fortinet, etc.).
· Security certifications (e.g. CISSP, CISM, CompTIA Security+, ISO27001 Lead Implementer).
· Understanding of disaster recovery, business continuity, and risk management.
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the purpose of your role
To lead Yeo Valley’s Cyber and Information Security function — ensuring our systems, data, and people remain secure while enabling the business to operate efficiently and confidently.

You’ll own and deliver the organisation’s cyber and information security strategy, manage the protection and monitoring of our technology estate, and embed a strong culture of security awareness across all teams. Working closely with IT, data, and operational leaders, you’ll ensure our defences are robust, risks are managed proactively, and Yeo Valley remains compliant with all relevant standards and regulations.

Your responsibilities:

· Design, own and lead the Cyber and Information Security strategy, aligning it to Yeo Valley’s wider business and IT objectives.
· Design, implement, and manage security controls, processes, and technologies that protect the confidentiality, integrity, and availability of information assets.
· Own the Information Security Management System (ISMS), ensuring compliance with relevant frameworks as deemed appropriate.
· Oversee incident response and threat management, leading investigations and coordinating with IT and external partners to contain, resolve, and learn from security incidents.
· Maintain proactive awareness of the external threat landscape, staying informed on emerging risks, vulnerabilities, and trends. Translate this intelligence into actionable improvements to strengthen Yeo Valley’s defences.
· Monitor and report on security posture, using metrics and dashboards to inform the business and executive team of risk levels, improvements, and vulnerabilities.
· Define and own the vulnerability management process, ensuring regular assessments, patching, and remediation of security weaknesses across the estate.
· Lead supplier assurance and third-party risk management, ensuring external partners meet Yeo Valley’s security requirements.
· Work closely with IT infrastructure and delivery teams to ensure new systems, applications, and solutions are secure by design.
· Create and embed a culture of security awareness, running training, communications, and engagement programmes to upskill colleagues.
· Support business continuity and disaster recovery planning, ensuring security requirements are embedded in wider IT resilience activities. Coach and enable the Cyber Security Engineer to contribute to develop the business continuity plan for cyber incidents. 
what good looks like for this role

Strategic Security Leadership
A clear, forward-looking cyber and information security strategy is in place, aligned with Yeo Valley’s business priorities and risk appetite. The organisation understands its security direction and is confident in the maturity of its defences.
Operational Security Excellence
Security operations run smoothly and effectively — risks and vulnerabilities are well managed, incidents are rare and handled swiftly, and controls are continuously improved. The technology estate is protected by layered, modern defences.
Threat Awareness & Intelligence
The function maintains an active watch on the external threat landscape. Emerging risks, vulnerabilities, and global cyber events are monitored, assessed, and acted upon. Yeo Valley stays ahead of potential threats through timely intelligence, proactive planning, and adaptive defences.
Governance & Compliance
The business meets or exceeds compliance requirements, with security audits and certifications maintained without issue. Security policies, standards, and frameworks are up to date and embedded across teams.
Awareness & Culture
Security is seen as a shared responsibility, not an IT problem. People across Yeo Valley are aware, informed, and proactive in protecting data and systems.
Supplier & Partner Assurance
Third-party providers are well managed, with clear expectations, regular reviews, and measurable performance standards. External partnerships add resilience and expertise to our security posture.
Continuous Improvement & Resilience
The function continuously evolves to address new threats, technologies, and regulations. Lessons learned are acted on quickly, and the organisation’s cyber resilience grows year on year.
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